














































INSTAGRAM SMART CARD 
(Mobile Application) 

UPDATED FEB 2020 

Do’s and Don’ts 

¶ Don’t use geo-location tags to prevent others from see-
ing your location. Instagram deletes metadata from a 
photo the moment of uploading; however, geo-tags that 
spell out your location pose a personal security risk.  

¶ Don’t establish connections with people you do not 
know.  Understand that not everyone is who he or she 
says they are online. 

¶ Don’t forget to remind family members to take similar 
precautions with their accounts. Their privacy and share 
settings can expose your personal data. 

§ Do use caution when posting images and videos of you or 
your family. Be aware of your surroundings, to include 
identiПiable locations and any other personal security vul-
nerabilities.  

§ Do remember, there are privacy concerns when using 
your name and birthdate when registering for “free” ser-
vices such as apps and social media. It is not necessary to 
use your real name or birthdate when creating an ac-
count. 

§ Do change your password periodically and turn on Two-
Factor Authentication to help keep your account secure. 

Instagram now gives you the ability to update your settings on either 
your mobile device or computer!  In the mobile application, head to the 
bottom of the interface, to the icon of a human (noted above) and select it.  
Next, select the menu icon located at the right of your screen, look at the 
bottom of the screen and select “Settings.”   Once you are in “Settings” 
look to the top of the menu and select “Privacy.”   One of your first option 
under this section is “Account Privacy,” select this option and then turn 
on the “Private Account” option.  If you are on your computer, the settings 
icon will be located right next to the “Edit Profile” tab (noted here to the 
right). From there, head to the “Privacy” tab.     
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FACEBOOK SMART CARD 
UPDATED FEB 2020 

Do’s and Don’ts 
§ Do use pictures of something other than yourself for your 

cover and proПile photos. Cover and proПile photos are 
viewable to the public.  Remember if you change your 
proПile picture you must change the privacy setting on it 
from “Public” to perhaps “Friends”, Facebook will not do 
it for you.  

§ Do use caution when posting images and videos of you or 
your family. Be aware of your surroundings, to include 
identiПiable locations and any other personal security vul-
nerabilities.  

§ Do select “Only Me” or “Friends” for all available settings 
options. Ensure that family members take similar precau-
tions with their accounts. Their privacy and share settings 
can expose your personal data. 

§ Don’t add your birthdate, location, phone number, or oth-
er personal details to your proПile. If you do add this infor-
mation make sure you set it so that it is not public.  

§ Don’t link your Facebook account to any third party appli-
cations such as Twitter, LinkedIn, or any gaming apps. 
#protectyourusername 

§ Don’t establish connections with individuals you do not 
know and trust.  Understand that not everyone is who 
they say they are. 

§ Don’t discuss speciПic details online, try to stay broad or 
wave top in your discussions.  Also, when posting pictures 
try to stay more generic. For instance, if you are posting a 
picture of your car you will want to make sure the license 
plate is not showing.  

Facebook has recently worked to enhance its privacy efforts and better protect user's data. As a result, many settings have 
changed and more have been added.  Now, lets get started.  Click the down arrow at the top right of the Facebook screen. 
From the drop down, select “Settings”.   From here it is good idea to review each different section listed on the left-hand 
side of your screen.  

Starting, in the “General” section, go through and review your information. Remem-
ber your Username (which is located in the URL) will be public just as your “Name” 

is on Facebook.   In this section you also have the option to deacti-
vate your account should you want to.   

Next, head back to the left hand column and select “Security and Login”.  Here you can check and update 
your security settings  and see all the places that Facebook thinks you are logged in at.   First  look at the 
Recommended section shown below.  It is highly recommended that you choose friends that can help you to 
log in to Facebook should you ever become locked out. 
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LOCKING DOWN  
UPDATED FEB 2020 

§ Do take time to clean up old credit cards from your ac-
count.  

§ Do use Two-Factor Authentication to protect all your in-
formation on Amazon.  With all the information that Ama-
zon captures it is vitally important to make sure it is pro-
tected by every means available. 

§ Do frequently update your password for Amazon. 

§ Do not link any other accounts to your Amazon account to 
limit what outsiders can Пind out about you, to include 
your pattern of life and hobbies. 

§ Do not fall for scams on Amazon or from emails that ap-
pear to be from Amazon.  

§ Do not buy from international sellers wherever possible 
to protect yourself from Identity theft and scams. 
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Do’s and Don’ts 

In order to lock down your Amazon account you will need to 
access “Your Account,” located on the upper right side of your 
screen. From the “Account & Lists” icon, select the down ar-
row to expand the menu. From this list, select “Your Account.” 
Let’s look at the “Login & Security” settings Пirst. 

The “Login & Security” settings are located at the top of the 
“Your Account” page (shown above highlighted in red). 
First, review the general login information provided to en-
sure its accuracy. Next, head down to the “Two-Step VeriПi-
cation (25V) Settings” section and select “Edit.” Here, you 
can set up “Two-Step VeriПication” for your Account. It is 
highly recommended that you enable this to help prevent 
hacking of your account.  

To set-up “Two-Step Authentication” simply select 
“Get Started” (highlighted in Red to the right) and 
follow the steps provided. This process is an im-
portant feature to help secure your account given 
the credit card, addresses, and other personal infor-
mation maintained by Amazon.  
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LOCKING DOWN  
UPDATED FEB 2020 
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Do’s and Don’ts 

 

§ Do use Two-Factor 
Authentication to protect all 
your information.  Like all 
other social media accounts, it 
is important to make sure 
your Pinterest is as secured as 
possible.  Two-Factor 
Authentication is one of the 
best ways to control your 
information. 

§ Do make sure your email is up 
to date! If Pinterest suspects 
nefarious activity on your 
Pinterest account, they will 
lock your account down and 
send your new password to 
the email address on file. 

§ Do not put personal 
information on the title of 
your Pinterest boards.  A lot of 
information can be obtained 
simply by reading a title 
(whether or not you have 
children, rent or own a home, 
marital status, etc.).  

§ Do not forget it is highly 
recommended that you 
monitor what your children 
and teenagers are looking at 
on Pinterest.   Pinterest does 
have inappropriate content 
that, if not speciПically tagged 
as such, will not be Пlagged or 
removed by Pinterest. 

§ Do not forget to make your 
boards private once you 
create them so that they are 
not searchable by any and all 
Pinners.  

While there aren’t many privacy set-
tings to manage on Pinterest, it is no 
less important  to ensure  those settings 
are locked down.  In order to change 
your Pinterest settings look to the top  
right of your screen and select the hori-
zontal ellipsis to expand the menu.  It is 
recommended you make your account 
private by selecting “Search priva-
cy” (highlighted below).   Once you are 
in the “Edit Settings” page you will be 
able to go through each of the settings 
provided by Pinterest.  The Пirst set-
tings to review are the “Edit settings,” 
which provides your basic information 
on Pinterest.  It is recommended that 
you do not include your “location” 
when building your Pinterest ProПile.  

Under  “Account settings” you 
will Пind the options to delete or 
deactivate your account in case 
you decide you no longer want to 
use your Pinterest.  Here you can 
also chose (or not) the option to 
login from other social network-
ing accounts.  This step is highly 
discouraged, it is instead recom-
mended that you login to your 
Pinterest with only your Pinter-
est username and password.   
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LOCKING DOWN YOUR  
SNAPCHAT 

UPDATED FEB 2020 

Do’s and Don’ts 

§ Do set up privacy and security set-
tings on your Snapchat and help 
your Teenager to do the same.  

 

§ Assume ALL information and imag-
es you share are publicly viewable, 
regardless of your settings. 

§ Do talk to your Teenager(s) about 
the dangers Snapchat might pose.  
Make sure they know to come and 
tell you if someone should talk to 
them that they do not know or pro-
vides them pictures that are inap-
propriate.  

§ Do not add your birthdate, loca-
tion, or other personal details to 
online proПiles. 

§ Do not allow users you do not 
know personally to contact you via 
Snapchat. 

§ Do not think that all pictures and 
videos are automatically deleted,  
assume if you send it that someone 
can keep it or that it could be 
shared.  

The best way to begin understanding and locking down Snapchat’s capabili-
ties is to familiarize yourself with Snapchat basics.  In the box above you can 
look over the main icons and functions located in Snapchat.  The most im-
portant icon to note is the Ghost or Avatar picture at the left of the box 
(highlighted in red), this icon will take you to your Snapchat statistics and 
lead you to the “Settings” icon .   The icons may differentiate slightly depend-
ing on the device that you are using but the location of each function should 
remain the same. 

Shown to the right is an overview of the chat 
features of Snapchat.  Here you can see if 
someone has sent you a message, posted a 
story, or review posts you’ve already read.   
You can also start a chat or again select the 
icon at the top left and head to your Snapchat 
statics and “Settings” section. 
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LOCKING DOWN  
UPDATED FEB 2020 

§ Do monitor the videos that your children are watching, 
even if they are on “Restricted Mode.” 

§ Do use Two-Factor Authentication to protect all your in-
formation.  If you have a YouTube account that likely 
means you also own a “Google” account which is where 
you can turn on Two-Factor Authentication. 

§ Do lock down your videos so that they are not public for 
everyone to view.  

§ Do not allow your children to post public videos to their 
YouTube account.  Posting public videos will allow 
“subscribers” to follow your children on YouTube. 

§ Do not ignore the comments and feedback from your pub-
lished videos.  They may contain personal information 
about you or your video that you would otherwise not 
want put out.  
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Do’s and Don’ts 

In order to ensure the privacy on your YouTube ac-
count lets being with our Settings.  Head to the top 
right of your screen and select  your Google ProПile 
picture (shown to the left in red).  Once the drop 
down menu appears, look towards the bottom and 
select “Settings.”  To the right of your screen are a list 
of functions in YouTube, select “Privacy” to manage 
your YouTube privacy. 

Now that you are in the “Privacy” section scroll through each of the settings to make sure they are locked down to your satis-
faction. It is recommended that your keep all sections in  “Manage what you share on YouTube” private.  Finally, in order to 
turn off the “Ads based on my interest” select the link “Google Ads Settings,” then select “turn off.”  It is recommended that this 
feature be turned off for all social media sites.  
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LINKEDIN SMART CARD 
UPDATED FEB 2020 

Do’s and Don’ts 
 

¶ Do not use an email account that is associated with bank-
ing, Пinances, or other important contacts. Instead, consid-
er creating an email account speciПic to this site.  

¶ Do not establish connections with people you do not 
know and trust. Understand that not everyone is who 
they say they are. 

¶ Do not register, log in, or link third party sites (e.g. Face-
book, Twitter, etc.) using your LinkedIn account. Third 
party sites may aggregate and misuse personal infor-
mation. Similarly, apps/websites can access and share 
your personal data. 

¶ Review your connections often.  It is important, periodi-
cally to check to ensure that your connections are current 
and that you are not providing your information to indi-
viduals who no longer need it.  

¶ Posting a proПile picture is optional.  It is recommended 
that if you do decide to post a picture, select one in pro-
fessional business attire. 

¶ Ensure that family members take similar precautions 
with their accounts. Their privacy and share settings can 
expose your personal data. 

The privacy settings for LinkedIn can be found in the “Me” section on 
the top right corner of the website (shown above). From the drop 

down menu, select “Settings & Privacy” (highlighted in red to the left). 
A new screen will appear with a header like the one shown below. The 
Пirst section we are going to review will be the “Account” settings 

(highlight in red below).  

One item in the 
“Login and Security” 

menu that is important to highlight is the 
“Where you’re signed in” section (shown 
on the right). In this section you can re-
view any “Active” session you have on 
your account and where those sessions 
are located If you see an active session or 
location that does not look familiar, it is 
recommended to close all unfamiliar ses-
sions and change your password. Next, at 
the bottom of the “Login and Security” 
section, the “Two-step veriПication” set-
ting allows a user to add a phone number 
so that a code will be sent as a text acting 
as a second password. It is recommended 
you enable this process to add an addi-
tional layer of security to your LinkedIn 
account. This will prevent access to your 
account in the case your password has 
been exposed in a security breach.  
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Hidden Phone Apps 
UPDATED FEB 2020 
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Do’s and Don’ts 

§ Do periodically check your child’s smart devices to make 
sure they have not downloaded anything you have not 
approved.  

§ Do think about using a monitoring service (as discussed 
in the Keeping Children Safe Online Smart card) for your 
child/teens smart devices, especially if you have given 
them the ability to download apps themselves.  

§ Do talk to you children and teens about the dangers of 
taking and sending nude photos or videos on their smart 
devices and what repercussions doing so could bring.    

 

§ Do not give your child/teen the password or authoriza-
tion to download apps in their respective App store.  Hav-
ing them ask you for the password allows you to review 
any app they might want to put on their device.  

§ Do not allow your child to use messaging apps that in-
stantly delete the content they hold.  Allowing such apps 
will take away from your ability to help your kids navi-
gate through smart device social norms.  

§ Do not allow your child to make up his or her own pass-
word that they keep to themselves.  Always ensure that 
you can access your child/teens phone at any time. 

Hidden apps, Vault apps and Ghost apps, are apps that look innocuous, perhaps like a calculator, but are 
actually used to hide pictures, videos and messages on your smart device.  Teens often use these apps be-
cause they want to hide their activity from their parents. Most times, these apps require a password to be 
entered in order to gain entry into the hidden area of the app.  Some Vault apps go a step further and if the 
password is entered incorrectly, a picture of the individual attempting to gain access will be taken. 

 Fake Calculator App 

 Private Photo Vault 

 Secret Calculator Fake Vault 

 Secret Photo Vault 

 Secret Vault Lock Photos 

iPhone Hidden Apps  

 Gallery Vault—Hide Pictures & 
Videos 

 Hide Photos, Videos– Hide it pro 

 Hide Pictures and Videos 

 Keepsafe Photo Vault 

 Vault –Hide 

Android Hidden Apps  

Hidden Apps DeПined 
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Pay Apps 
UPDATED FEB 2020 
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Do’s and Don’ts 

§ Do review all privacy settings, and set them in accord-
ance with your personal preference and acceptable risk 
level.  Some mobile pay apps have a social side to them 
which may display your payment activity if not locked 
down. 

§ Do make sure you have an anti-malware app on your 
phone to protect your phone, and the information on 
your phone from getting into the wrong hands.  

§ Do make sure to periodically check transactions made on 
mobile pay apps.  Make sure they are accurately showing 
up on the payment device you have linked to the app.  

§ Do not visit online banking or online shopping websites 
by clicking on a link you have received in an email or 
from a text message.  Doing so may lead to Пictitious web-
sites and possible identity theft.  

§ Do not use unsecured Wi-Fi or public Wi-Fi networks 
while using mobile pay apps or for any online banking 
purposes.   

§ Do not download mobile pay apps from unofПicial sites.  It 
is recommended for all apps, not just mobile pay apps, 
that you use ofПicial stores such as the Apple and Google 
Pay stores.  

Mobile wallets utilize 
technology you already 
own— your smartphone, 
for example — to allow 
you to make inȤstore 
payments quickly and 
securely without having 
to use your credit or 
debit card.  The term 
digital wallet may refer 
to both an electronic deȤ
vice that stores payment 
information (such as a 
smartphone) and the 
program or app used to 
make the payment, such 
as Apple Pay, Google 
Wallet, Samsung Pay, or 
PayPal. 

D
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What if your phone 
battery dies?!? 

The Privacy Policy for each Pay App states what a User consents to 
when signing up for the Application. Be aware that while each app 
has different information that is stored and/or shared, they all have 
a common theme. Many applications collect your name, date of 
birth, email address, telephone number, name of Уinancial institu-
tion, Уinancial account numbers, additional information from con-
sumer reporting agencies, people you invite to use the application, 
the operating system on the device as well as other possible infor-
mation.  Also be ware that the company may be able to keep the in-
formation, for as long as they deem necessary, depending on what 
the privacy policy states.   
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DATING SITE BEST 
PRACTICES 

UPDATED FEB 2020 

Things to watch out for: 
 

§ An early request for photographs or videos 
§ Anytime anyone asks you for money or donations 
§ Minors using the platform!  
§ Users sending harassing or offensive messages 
§ Users behaving inappropriately after meeting in 

person 
§ Fraudulent proПiles, if a proПile looks incomplete or 

too good to be true it very well could be. 

Do’s and Don’ts 
§ Do protect your information and set limits on what and 

when you provide information to people, you meet on 
dating sites. 

 
§ Do provide your own transportation when meeting an 

individual for the Пirst few times 
 
§ Do use more popular dating apps and stay away from less 

popular sites, which may have less security put in place.  

§ Do not use dating app sites on any public Wi-Fi.  It is im-
portant to always make sure your connected through a 
secured internet connection.  

 
§ Do not synch your social media accounts with your dating 

accounts.   
 
§ Do not forget to trust your “gut”.  If something doesn’t feel 

or seem right it very likely isn’t.  

Be Anonymous ȤDon't include your last name or 
any other identifying information such as your 
place of work, in your proПile or initial commuȤ
nications.  Likewise  it is a good idea not to inȤ
clude your contact information such as your 
email address, home address, or phone numȤ
ber  on your proПile 

 
Create a Different Username/email 
 
 Keep your Пinancial information private! 
 
Do not meet at your house or place of work 

Do not ask or allow a lot of personal questions save 
that for the date, this will help to prevent you 
from giving away to much information. 

It is a good idea to stay sober the Пirst few or severȤ
al encounters.  

When possible you should  do a search of the indiȤ
vidual on the internet (see the Self Assessment 
Smart Card) before meeting up with the indiȤ
vidual. 

Online dating scams could run as long as six 
months before you notice anything suspicious 
so always be on the look out for unusual conȤ
versations such as needing money, or suddenly 
needing a ride somewhere.  
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Fitness Apps 
UPDATED FEB 2020 

Do’s and Don’ts 

¶ Do make sure that your proПile is not Public.  It is also 
recommended that you limit what information you 
put on your proПile even if it is private. 

¶ Do make sure you keep your Пitness app activity pri-
vate by default so that your routes cannot be tracked 
online.  

¶ Do ensure that family members take similar precau-
tions with their accounts.  

¶ Do use a picture of something other than yourself for 
your proПile photo. ProПile photos are viewable to the 
public. 

¶ Do not link your Пitness app to any of your social me-
dia accounts.  Doing so could publish your routes and 
times you exercise on those accounts for others to 
see.   

¶ Do not track exercises that begin at your own home, 
work place, or school.   

¶ Do not chose the same route every time you go for a 
run or walk.  It is important to mix it up so that any 
potential stalker won’t be able to track your wherea-
bouts.  
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Strava sells itself as an activity tracker with the ability to 
also social network: Users can view the most popular bike 
or running paths among other Strava users, follow their 
friends’ running routes, even log group exercises. It’s al-
most vital to the app that you share your location data in 
order to get the most out of it, and that comes with a big 
privacy trade-off.  Late last year Strava’s heat map came 
under Пire for posting its users whereabouts publicly 
online.  Allowing others to view your route location leaves 
users extremely vulnerable to potential attacks by stalkers 
or by criminals looking to know when you may or may not 
be home.  The following describes the best way to create 
an account on Strava while maintaining the utmost privacy 
to ensure one’s safety.  

First, start by creating your account, only putting in the 
minimum personal information required to create your 
log on (shown here to the left). Later you will have the 
option to build upon your "ProПile" by adding additional 
information about yourself, but this is not recommended.  

Next (shown on the top right), Strava will ask you if they can contact you to push you 
monthly reports etc. Though this seems benign, it is not recommended that you allow 
this function as there could be more information Strava shares with you or about you 
to others. The next screen will ask you if you want to allow Strava to utilize your loca-
tion.  Although this is a big part of the app, it is strongly recommended that you not 
allow your location to be accessed.  













iOS PRIVACY SETTINGS 
(iOS 13.0) SMART CARD 

 

 

UPDATED FEB 2020 

“Best Practices” 

§ Smartphones and tablets are not impenetrable. Secure 
your smartphone with a password, and use apps such as 
Find My iPhone to locate lost or stolen devices. 

§ All smartphones and tablets have cameras and micro-
phones that can be remotely activated. Caution should be 
used when device is near anything of personal im-
portance. 

§ Bluetooth and wireless capable devices are convenient 
but easily exploitable by hackers. Use a VPN if possible 
and avoid public wireless networks. It is advisable to turn 
these services off if not immediately needed. 

§ Prior to downloading apps on your device, read the devel-
opers permissions. Many apps now require permission to 
access  your camera, microphone, text messages, and con-
tacts. 

§ Turn off location services until they are actually needed. 
Otherwise, your daily movements may be tracked by vari-
ous apps or the vendor. Whether turned on or off, loca-
tion services are always available to 911 and Пirst re-
sponders. 

 

“Physical Security” 

Under “Settings” and “Touch ID & Passcode,” 
select “Add a Fingerprint” and “Turn 
Passcode On”. Be sure to use at least a 6 dig-
it passcode.  Alpha-numeric passcodes are 
even better options.  Additionally, it is rec-
ommended that you turn off Siri due to the 
programs’ listening capabilities and bugs 
associated with accessing your phone 
through Siri without a password.  

Turn off the settings highlighted to the 
right in red.  These settings allow others 
access to areas of your phone without a 
passcode. 

“Find My iPhone” 

To start, go to “Settings” 
and select your account at 
the top (highlighted in red 
to the right). From there, 
select “Find My,” then se-
lect  “Find My iPhone” and 
ensure it is turned on.  This 
way if you lose your phone 
you can access your ac-
count online and Geo-
locate where it is.   
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ANDROID PRIVACY 
SETTINGS (ANDROID 10.0)  
 

UPDATED FEB 2020 

Best Practices 
§ Smartphones and tablets are not impenetrable. Secure 

your smartphone with a password or biometrics, and uti-
lize apps such as Find My Device or Prey Anti Theft to 
locate lost or stolen devices. 

§ All smartphones and tablets have cameras and micro-
phones that can be remotely activated. Caution should be 
used when your device is near anything of personal im-
portance. 

§ Bluetooth and wireless capable devices are convenient but 
easily exploitable by hackers. Use a VPN if possible and 
avoid public wireless networks. 

§ Prior to downloading apps on your device, read the devel-
opers permissions. Many apps request permission to ac-
cess  your camera, microphone, text messages, and phone 
contacts.  

§ Keep your locations services turned off until they are actu-
ally needed. Otherwise, your daily movements are likely 
being tracked by various apps and/or the vendor. Location 
services are always available to 911 and Пirst responders. 

§ If you have a google account, you can use your google cre-
dentials to login at maps.google.com/location history to 
see your device’s location history for the last year or more.   

The Пirst line of defense in preventing unauthorized access to your device is to protect it with a passcode. Android 9.0 adds a 
slew of enhanced security features to accommodate this, including Пingerprints, facial recognition, encryption, and setting of 
app-level permissions. 

Physical Security 

Biometrics: You can also add your Пinger-
print, face, or iris and set conditions for its 
use. This requires PIN entry and access. 

Iris is the most secure of these Biometric op-
tions, but may not be a suitable option for 
those who wear glasses or contacts on a reg-
ular basis. 

Tap the “Settings” icon and then tap “Biometrics &  Security” or 
“Lock Screen”.   

Here you can conПigure your screen lock method. The options 
are Swipe, Pattern, PIN, Face, Iris, Fingerprints, and Password.  
The most  secure way to protect your phone is to use the bio-
metric options. A password is the strongest backup solution. 

However, this can be cumbersome when unlocking your phone. 
Smart Lock (which may be under “Lock Screen” instead of 
“Security” for some Android users) allows you to set trusted 
places (home, car, etc.) so that when you are within a certain 
range, your phone will not lock.  You can also set up trusted de-

vices or trusted faces 
which will allow you to 
simply look at the device 
to unlock it.  Set any 
Smart Lock option with 
caution.  

Selecting “Encrypt phone” allows you to initiate the encryption of all data 
on your device. According to the instructions, this could take up to an 
hour and requires your device to be plugged into its charger. This process 
must not be interrupted, so be sure to start it when you are sure you will 
not need to use your device for that amount of time. You will only need to 
perform this once.  Locking your device encrypts the data on your phone. 
Unlocking your encrypted device decrypts your data. 

*NOTE: Due to varying Android manufacturers, the instructions in this Smart Card may vary slightly depending on the device being used.* 
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In order to make sure your Android is up to date with the latest Android Version follow these quick and simple steps.  First go 
to “Settings” then “System,” scroll to the bottom and select “Advanced.”  From there you will see the “System Update” tab, select 

the tab . 









TRAVELING SAFELY WITH 
SMARTPHONES  

UPDATED FEB 2020 

Do’s and Don’ts 
§ Enable password and Пingerprint locks on your device.  

Also, protect “Settings” changes on your phone by requir-
ing a password.  

§ Assume that all information on your device can be ac-
cessed remotely. Don’t store passwords and sensitive in-
formation on your phone 

§ Always use complex passwords, the stronger and longer 
the password the more difПicult it will be for someone to 
hack into.   

§ Delete emails that are old or no longer needed prior to 
travel.  Remember emails contain a lot of personal infor-
mation. Think about what a hacker might gain if they 
were able to access your email?  

 

§ Don’t become stagnant upon returning from your travels.  
Examine your smartphone as soon as you return to your 
home.  If it is acting up or repeatedly making you put your 
password in there may be malware on your device and 
you may want to take it in or consider getting a new de-
vice.  

§ Don’t link apps and social media accounts together (i.e. 
using one SM account to login to another). Remember if 
someone hacks into one of your accounts, it is better if 
they only get access to that one. Linking accounts together 
makes all of them vulnerable.  

§ Don’t leave GPS, Bluetooth, and Wi-Fi turned on when 
traveling.  Any of these left on could allow a hacker to 
connect to your phone if they were able to get within a 
certain distance from you.   

Precautionary Tips 

§ Be aware that your phone may be scanned forensically when entering a foreign country. 

§ Set your phone to lock automatically and make sure you have a complex password or Пingerprint enabled while traveling.  
This will help to limit an intruders ability to break into your phone if you happen to misplace it.  

§ Consider installing a VPN to ensure more secure online activity. 

§ Turn off Wi-Fi and Bluetooth when traveling. Only turn these capabilities on when absolutely necessary, then turn them off 
when done.  

§ Purchase SIM Cards for international travel in the U.S. prior to departure.  This will ensure not only your security but func-
tionality with your device.  If you do decide to use a SIM card make sure to turn off “Auto Sync” to conserve your battery 
and data plan.  

§ Make sure all the software is updated on your phone, this will in turn ensure the most up to date security patches are in-
stalled on your device.  

§ Make sure to backup all your data before traveling, so that if your phone or data is lost you can easily restore the infor-
mation and won’t be without important contacts and travel information.   

§ When feasible, recommend purchasing a pay-as-you-go phone for travel, especially travel overseas. This is probably the 
single best way to prevent any of your personal information from getting into the wrong hands should you lose the phone.  
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Avoid Public Wi-Fi at all costs, hackers will name the network the same thing as the hotel or other public network.  Hack-
ers in Europe have been caught making Public Wi-Fi networks to resemble the public network name.   Only use networks 
that the business provides the name, don’t assume if its named appropriately it is safe.  and WiFi off when you are not 
using them.  

WiȤFi Safety Tip 
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IDENTITY THEFT SMART CARD 
UPDATED FEB 2020 

Identity Theft Scams On The Rise 
Utility Bill Scam: As of September 2018, the Federal Trade Commission (FTC) reported an increase in local utility scams.  The 
consumer receives a call from someone posing as a local utility company claiming the consumer has a past due bill.  The caller is 

very convincing, even to a consumer who may have just paid their bill.  Oftentimes the 
caller will threaten to cut off service, hoping this threat is enough to get the consumer to 
provide personal and Пinancial information, thereby falling for the scam.  If you feel a call 
from someone claiming to be a bill collector is suspicious in any way do NOT settle the bill 
at that time.  You have the right to call the utility company yourself but remember do not 
use the phone number they provided you, look up the number yourself. Also, report this 
suspicious activity to the FTC. 

Imposter Scams: Reports of IRS impostors have surfaced during the 2018 tax season.  
Consumers receive a call from an individual claiming to be an “IRS OfПicer,” who will 
then inform the consumer that they owe a large amount of money and if they don’t pay 
an agreed upon amount immediately local law enforcement will issue a warrant for 
their arrest.  They will often try to “negotiate” a smaller amount to make the consum- er 
feel as if they are getting a deal.  Instead of paying with a check or money order, these 
scammers instruct their victims to buy gift cards and read the numbers to the fake 

agent over the phone for veriПication. Remember, no legitimate organization will ever ask 
for payment in gift cards!  Also, report all scams involving taxes or the IRS to the IRS 
fraud department. 

Suspended Social Security Number: Consumers are reporting a new “government relat-
ed scam.” The consumer receives a call and is told that their SSN was used in criminal 
activity.  The caller will claim that the SSN has been suspended and they can help the vic-

tim get the situation cleared up. The Social Security Administration does NOT suspend SSNs, ever!  Do not give personal infor-
mation out to callers.  If you feel you’ve been scammed, report it to the FTC immediately.  Also, personally look up the number 
of and call the agency the scammer(s) claim to represent.  Make a detailed record of the interaction and be prepared to provide 
as much information as possible.  

Mobile Phone Scams:   This scam was identiПied when a consumer received an email from their mobile phone provider.  The 
email stated, “Your new mobile phone is on its way” and listed a delivery address that didn’t belong to the consumer, it was ac-
tually the address of a local hotel.  Further investigation revealed that someone had used a fake identity to obtain the consum-
ers account information and ordered the additional phone on the consumer’s account.           

Report fraud & identity theft scams to the FTC at 1Ȥ877ȤFTCȤHELP (1Ȥ877Ȥ382Ȥ4357) or online: ftc.gov/complaint 

12 Practices to Avoid Identity Theft 
1. Do not disclose your full nine-digit Social Security number 

2. Avoid paper billing by requesting secure electronic statements instead, or have them mailed to a Commercial Mail Receiving 
Agency (CMRA) 

3. Lock your mailbox 

4. Keep your information safe, both online and ofПline, by shredding documents containing personal information and pass-
words and protecting sensitive computer Пiles 

5. Use unique, hard-to-guess passwords that include a combination of letters, numbers, and symbols 

6. Avoid using the same password across multiple accounts 

7. Install and update antivirus, anti-malware, and security programs on all computers, tablets, smartphones and operating sys-
tems  

8. Don’t disclose information commonly used to verify your identity on social network sites such as; date of birth, city of birth, 
mother’s maiden name, and name of high school  

9. Avoid making purchases, paying bills, or sending sensitive information over unsecured WiFi networks 

10. Disable Bluetooth on devices when not in use 

11. Watch out for “phishing” scams; do not trust unsolicited offers and ads 

12. Fight “skimmers” by touching ATMs to see if all the parts are solid and not add-ons, cover the keypad/screen with your hand 
while typing the password, and always look for suspicious holes or cameras  

“Do you know what an 
overdue bill could do to 
you credit?” 

“Just pay with Amazon 
gift cards or I will send 
the police to your house 
tonight!” 

“Your Social Security 
Number was just used in 
a crime, we can help you” 
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KEEPING YOUR CHILDREN 
SAFE ONLINE 

UPDATED FEB 2020 

§ Only connect with gamers and online proПiles of people 
you know and trust. Review connections often. 

 

§ Assume ALL information and images you share are pub-
licly viewable, regardless of your settings. 

§ Use a picture of something other than yourself for your 
proПile photo. ProПile photos are viewable to the public. 

§ Tell kids to let parents or responsible adults know if 
anything online makes them uncomfortable. 

§ Do not use location services. 

§ Do not add your birthdate, location, phone number, or 
other personal details to online proПiles. 

§ Do not allow children to go to sleep with their 
smartphone or other device in their room.  Pick a certain 
time that your tweens/teens have to bring you their de-
vice, roughly a hour before they go to bed.  

§ An April 2015 Pew Research Center study revealed that 92% of teens report going online daily – including 24% who 
say they go online “almost constantly.”  Most of the teens also have used or use a smartphone.  A separate study showed 
that nearly 40% of 3–4 year olds and two thirds of 5-7 year olds go online.  

 

§ Cyber-bullying, malware, and predators are a few dangers that make the Internet an unsafe environment for unsus-
pecting children. In 2012, the FBI launched Safe Online SurПing (SOS), a challenging but fun and informative game that 
educates children about online safety. See more at https://www.Пbi.gov/ПbiȤkids 

§ In half of all sex crimes against a minor involving a social networking site, the social networking site was used to initi-
ate the relationship.  55% of teens have given out personal information to someone they don’t’ know, including photos 
and physical descriptions.  https://www.guardchild.com/socialȤmediaȤstatisticsȤ2/ 

§ 67% of teenagers say they know how to hide what they do online from their parents. 43% of teens say they would 
change their online behavior if they knew that their parents were watching them.  
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Now it is time to give this app another look. YouTube Kids 
has just pushed their parent-approved content, a control 
that lets you select every video and channel available to 
your child. It is available today on Android and coming 
soon to iOS.  In the “Restricted mode”, kids are not able to 
search for content on their own. 

Open settings and scroll down to the bottom just past 
your child’s (or your) proПile.  Select “approved content 
only” or “Restricted Mode On.”   Next, you may want to 
also Lock “Restricted Mode” on this browser.  “Restricted 
Mode” lock prevents others from changing the “Restricted 
Mode” settings on this browser. 

https://www.youtube.com/yt/kids/   

One of the best ways to help protect your child online is to 
monitor what applications they are using.   For iOS users it 
is recommended that parents keep the Apple ID password 
and not provide it to the child using the device.  Also, make 
sure that the IPhone requires the password before any 
downloads can take place.  This can also be done on your 
Android devices as well.   

Do’s and Don’ts 
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PHOTO SHARING 
SERVICES CARD 

UPDATED FEB 2020 

 

Choosing the right photo sharing service will depend on intent and audience. Key questions to ask:  

§ Are you sharing photos primarily for yourself, your friends and family, or for public consumption?   

§ Are your contacts and viewers already using a speciПic service?  

§ How much control and privacy do you want over your images? Is the retention of EXIF data problematic?  

Although photo sharing services allow you to remove images, not all of them allow you to delete your account. Deleting content 
and/or account does not ensure removal from the internet or the service provider’s systems. Those with access to the photos on 
a photo sharing service can acquire and redistribute photos as they please. You can Пind more detailed information on how to 
set privacy settings for these Services on the following pages. 

Service Primary Use Image Privacy  Opǝons Retains EXIF 
GeoπLocaǝon Opǝons     

(nonπEXIF) 

Allows          

Reposǝng 

Populates in Google 

Searches (Indexed) 

 Share photos and videos 
from camera enabled 
mobile devices 

Public; Private (other 
users must request to 
follow you); 

No 
GPSπbased device locaǝon 
and customizable locaǝon 
(both removable) 

Yes, only with 
third party           
applicaǝons 

Profiles are  indexed, 
but not photos 

 
Share photos and videos 
that “disappear” aƊer a 
certain number of views or 
a period of 24 hours. 

Public; Private (other 
users must request to 
follow you) 

No 

Snapchat Geofilters use 
locaǝon services on your 
mobile device. Using Geofilπ
ters is opǝonal. 

No. Please note 
that viewers can 
sǝll screenshot 
your Snaps. 

No 

 
Social network 

Public; Only Me; Friends; 
Friends of Friends 

No 
Freeπform text; locaǝon 
suggesǝons; mapπbased 
(removable) 

Yes 
Public profiles are 
indexed 

 

Photo and video sharing 
and storage service 

Private; Shared Albums 
allow anyone with the 
unique web link to view 
your photos 

Yes 

GPSπbased from camera and 
Google’s Esǝmated Locaǝon 
(both can be disabled in the 
phone seǩngs)  

Yes, photos can 
be downloaded 
from a Shared 
Album. 

Shared photos may 
possibly be open to 
public search in the 
future 

 
Photo and video hosǝng 
site used for sharing and 
embedding on blogs and 
social media 

Public; Only You, Your 
Friends, Your Family 

Yes for original 
uploaded file 

(not for resized 
file); You can also 

hide EXIF data 

Editable locaǝon; mapπ
based (both removable) 

Yes 

Public albums are 
indexed; Oũers optπ
out for 3rd party 
searches 

 Photo and video hosǝng 
site used for sharing and 
embedding on blogs and 
social media 

Public; Private (opǝonal      
password protecǝon) 

Yes for original 
uploaded file (not 

for resized file) 

Locaǝon data is available 
unless you disable it 

Yes; No 
Public albums are 
indexed 

6 Popular Photo Sharing Services 

*Default seǩngs are in bold. 
**Converǝng a photo to PNG file format will remove EXIF data. 

Do’s and Don’t’s: 

¶ Do share photos only with known and trustworthy people. 

¶ Do use caution when posting images and videos of you or 
your family. Be aware of your surroundings, to include 
identiПiable locations and any other personal security vul-
nerabilities. 

¶ Do ensure that family members take similar precautions 
with their accounts. Their privacy and share settings can 
expose personal data. 

¶ Don’t tag geolocations. The information in these tags can 
disclose location of where the photo was taken. 

¶ Don’t give apps permissions to access the cellphone lo-
cation services. 

¶ Don’t post photos of others, especially children, without 
getting permission beforehand. 
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SMARTPHONE EXIF REMOVAL 
SMART CARD 

UPDATED FEB 2020 

EXIF Data 
EXIF—Exchangeable Image File Format—is a standard format for capturing, storing and exchanging image metadata.  
Metadata is the description and context of Пiles that allows computers to organize, Пind, and display information about a Пile. 
For example, when a music app displays the artist, year, album, and song name of an mp3 being played, it uses the mp3s 
metadata to display that information. Images and videos also contain metadata that can show time, date, camera settings, 
copyright information, and location. Some social networks and photo-sharing sites, such as Flickr, Google+, and Dropbox, 
have features that display EXIF data alongside images. Facebook, Instagram, Twitter and Reddit, do not share EXIF data pub-
licly, but may utilize the information internally. EXIF metadata are listed as tags that stores information that can be used to 
identify an individual. The chart below shows the tag categories, the metadata included in each category, and the potential 
security risks associated to each piece of metadata. 

Tag Category Important Tags Security Implications 

GeoȤlocation 
GPSLongitude, GPSLongitudeRef, GPSLatitude, GPSLati-
tudeRef,  GPSDateStamp, GPSTimeStamp, GPSAltitude, 
GPSAltitudeRef, GPSProcessingMethod 

Ability to reveal the exact location of private places, such as 
homes or ofПices. Some photosharing sites, including Google+ and 
Flickr, publicly display image GPS  coordinates on a map. 

Timestamps ModifyDate, DateTimeOriginal, CreateDate   Creates a log of behavioral patterns and personal timelines. 

Camera   Make, Model, Serial Number 
A unique serial number identiПies the particular device for an image 
or sets of images. 

Authorship   Artist, Owner Name, Copyright   Links images with a name or organization. 

Image Summary   ImageDescription, UniqueImageID, UserComment 
Potentially reveals identifying information about the content of the 
images, such as captured persons or locations. 

Prevent the Capture of Geolocation Data 
iOS Android 

If iOS location services are turned off, images captured with the native 
iPhone camera app will not contain geo-location EXIF data. 

Select the “Settings” app. Click “Privacy” 
> “Location Services”. 

Turn off location services altogether or 
for the iPhone’s camera applications. 

Return to the “Settings” app. Click 
“Privacy” > “Photos”.  

Disable permissions for other apps to 
have access to the photos stored in the 
device’s camera roll. 

Turning off location storage in the Android camera application 
prevents captured images from containing EXIF data.  

Open the camera app and go to “Settings” by tapping 
the gear icon. This varies from phone to phone since there 
is no standard camera app on Android devices. 

After that, scroll down 
until you see ‘location tags’ 
and touch the toggle 
switch to disable geotag-
ging of photos. The word-
ing may vary slightly be-
tween devices. 
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Do: 

§ Prevent your device(s) from capturing geo-location data 
when taking pictures. Remove EXIF metadata from imag-
es taken by smartphones or digital cameras.  

§ Use privacy settings from the app to limit the audience to 
only yourself or close friends and family, before uploading 
pictures.  

§ Even with no EXIF data, the content of images may con-
tain identifying information, including persons and loca-
tions.   Assume that anyone can see, copy, or forward pho-
tos that are posted online.   

§ Allow apps to automatically upload and share captured 
images (e.g. Instagram, Flickr). 

§ Assume that device settings remain the same after updates 
or over time.  Verify the settings routinely. 

§ Upload pictures with landmarks, easily identiПiable struc-
tures, or signs indicating location. 

§ Give apps used for sharing photos permission to access 
your device’s location or other information.  

Don’t: 
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LOCK DOWN YOUR 
LAPTOP SMART CARD 

UPDATED FEB 2020 

Creating a Windows Log-in Password 

If you have Пiles on your computer that you don't want anyone else to access, you can use password-protected Пile or folder en-
cryption to keep them safe. However, encrypted Пiles are only as secure as the strength of the password protecting them. 

For this and the rest of your security measures to be maximally effective, make sure you follow these simple password rules:  

Use a password that’s at least 12 characters long and includes a mix of lower and upper case letters, symbols, and numbers. 
Try not to use complete words, but if necessary avoid common words that can be found in a dictionary.  Not all devices, 
systems, or accounts allow these combinations, but do what you can within the available options.  

Avoid sharing passwords across multiple platforms, especially for sensitive accounts like a Windows logon, bank account, 
and email account. 

Change your passwords frequently. Every 6 months for important passwords, at a minimum.  

Although a log-in password won’t protect against a competent hacker, it can be enough to dissuade unsophisticated criminals 
from snooping through your personal Пiles and accessing your online accounts.  Protecting 
each account (Guest, Admin, and User) with different passwords helps prevent a hacker from 
getting access to everything on your computer should they gain access to any one account. It 
is recommended you create and use a "User" account, not the "Admin" account for all daily 
activity.  This way hackers would be limited in the damage they can do to your computer. 

Windows 10 offers a number of enhanced log-in and security features.  

Navigate to Start Button > Settings > SignȤin Options to setup your ‘Sign-in Options.  

Practical Password Tips 

Additional Security 
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Windows 10 also has a number of additional log-in security features.  

At the Settings > SignȤin Options menu you can select “Picture Password” to ena-
ble secure log-in based on your unique mouse movement responses. 

Note: You can use a PIN to sign into Windows, apps, and services though likely 
not as secure as the “Picture Password.” 

Windows 10 also has a feature which allows you to pair your laptop with a Blue-
tooth-enabled device and automatically lock your computer once the device is out 

of range.  

You can enable this feature from the Settings > SignȤin Options  menu by 
pairing your laptop to a Bluetooth device with the “Dynamic Lock” slider.   

For personal accounts you can also enable two-factor authentication (2FA). 2FA requires users to authenticate access through 
a supported device, i.e. a text to a phone number or an email to a backup address, before accessing an account.  

Encryption Basics 
Some versions of Windows 10 allow users to easily encrypt file, folder and hard drive data with BitLocker protection. To ac-
cess BitLocker, navigate to Start Button > Settings > System and Security and select the BitLocker slider to secure your 
hard drive data.   

If you’d rather use “on-the-Пly” software to lock certain Пiles or folders, you can also use a number of Freeware (Free Soft-
ware) encryption services such as VeraCrypt,  AxCrypt, GNU Privacy Guard, or 7-Zip.  

102 
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Best Practices 

 

§ Create passwords that are sufПiciently long and complex to include; upper and lowercase letters, numbers, and symbols. 
Consider a multi-password phrase that does not consist of dictionary-based words. An example would be ILuvF00tb@77 
from the phrase “I love football.”  

§ Use a cable to directly connect any stationary computers / devices to your home network to limit vulnerabilities presented 
by wirelessly connected devices  

§ Turn off your wireless network when you will not be using it for an extended period of time. 

§ If you have guest-access set up for your network, ensure that it is also password protected. 

§ If possible, turn on automatic updates for your network device’s Пirmware. If they are not offered, periodically check for 
Пirmware updates on the network devices’ website(s) and manually download and install them. 

§ If your router is compromised or if you cannot remember the password, you can restore it to the default factory settings by 
pressing the reset button usually located on the back of the router. 

§ Position the router away from windows and as far into the interior of your house as possible to limit the range of the WiFi 
signal outside your home.  

Glossary of Commonly Used Terms 
Wireless Router Physical hardware that allows users to connect their devices to a shared internet network. 

Service Set Idenǝfier (SSID) Public name of a wireless network. 

PreπShared Key (PSK) Authenǝcaǝon mechanism that mandates a password. Adds addiǝonal security to wireless networks. 

Hypertext Transfer Protocol Secure (HTTPS) Uses various encrypǝon protocols to add addiǝonal security to HTTP. 

Media Access Control (MAC) Address Unique, individual idenǝfier assigned to computers and devices. 

Accessing Your Router 
In order to change your WPA2 password you will need to ac-
cess your router.  In order to access your router, you must en-
ter the appropriate IP address, username, and password.   If 
you do not have this information, your Internet Provided 
should be able to provide it to you.    

It is important to understand that when your internet is being 
set up by your Internet Provider, they are not required to set it 
up using WPA2 (see the chart to the left).  Recommend you en-
sure they set it up for you and provide the IP address for the 
Router’s settings.   That way, once they leave you can change 
the user name and password.  

When changing your username and password for the WIFI, it 
is important to consider the following: choose a username that 
does not include you or your family members’ names; creating 
a password that is long and complex.  Lastly, it is important to 
change any Guest account password to something other than 
your Admin/family account password.    
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WiȤFi  
Security Level 

Level of  
Security Explanation 

WEP Low/Risky 

Old encryption protocol.  No 
longer considered a standard. 
Highest risk next to an “open” 
network.  

WPA 
Low-

Moderate 

Older encryption protocol. 
Better than WEP but should 
not be used when more mod-
ern encryption (WPA2) is 
available.  

WPA2 
Moderate-

high 

WPA2-PSK (AES) is the most 
secure option which uses the 
latest Wi-Fi encryption. 

WPA3 High 

Approved and replacing 
WPA2  by the end of 2018, as 
the new and more secure 
option for Wi-Fi Security.   







ADDITIONAL RESOURCES 
UPDATED FEB 2020 

 

Free Annual Credit Report 

www.annualcreditreport.com 
 

USA.Gov 

https://www.usa.gov/identity-theft 
 

Stay Safe Online 

www.staysafeonline.org 
 

On Guard Online 

www.onguardonline.gov 
 

Equifax—ID Protection Kit 

www.equifax.com/idtheftprotectionkit 
 

Child Identity TheftȤ Transunion  

https://www.transunion.com/fraud-victim-resource/
child-identity-theft 
 

Opt Out Prescreen Ȥ  

https://www.optoutprescreen.com/ 
 

Federal Trade Commission—ID Protection Tips 

www.consumer.ftc.gov/topics/protecting-your-identity 
 

IRS—ID Protection, Prevention, Detection and Victim 
Assistance 

www.irs.gov/Individuals/Identity-Protection 
 
 

Netsmartz Workshop for Parent & Guardians 

https://www.missingkids.org/NetSmartz  

Organization for Social Media Safety 

https://www.ofsms.org/  
 

FBI Parents Guide to Internet Safety 

www.Пbi.gov/stats-services/publications/parent-guide 
 

Kids Games 

https://sos.Пbi.gov/ 
 

Safety Reviews for Games, Websites, & Apps 

www.commonsensemedia.org 
 

Opt Out of InterestȤBased Advertising 

www.networkadvertising.org/choices 
 

Google Privacy 

https://policies.google.com/privacy  

DMA Choice 

https://dmachoice.thedma.org 
 

Social Media Help (for updated Privacy information) 

https://www.facebook.com/help 

http://search.twitter.com 
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